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Have you ever:

Had to pay a 
bill while using 
public wifi?

or

Wanted to 
watch a movie 
you own away 
from home?



The Solution



VPN’s
Three main types…

● Remote Access

● Site to Site

● Client to Internet



At its core, a VPN uses the idea of a secure tunnel over an untrusted network 
(like the internet).

● It encrypts your traffic
● Ecapsulates it within another packet
● Sends it to a trusted endpoint
● Endpoint decrypts and forwards it

VPN protocols are sets of rules determining how data is encrypted and transmitted

1. Wireguard
2. OpenVPN
3. IPSec

What is a Virtual Private Network



Remote Access VPN’s

Connects one device to a private network

● Used for:
○ Accessing home lab/media server
○ Remote work

Traffic Flow: You → encrypted tunnel → your 
home → internet

To websites you appear as your homes IP address





Client to Internet VPN’s (commercial vpn)
Connects your device throught a vpn provider to the 
internet

● Used for:
○ Privacy
○ Hiding your IP
○ Bypassing IP Geo-restrictions

Traffic Flow:  You → encrypted tunnel → VPN server 
(Germany, Japan, etc.) → internet

Examples: NordVPN and ExpressVPN

To Websites you appear as that servers ip/location



Creating a VPN using: 



1. Install WireGuard

2. Generate keys (server first)

3. Create wg0.conf

4. Enable IP forwarding

5. Bring up the interface with wg-quick

6. Add clients (peers)

7. Port forward UDP 51820

Installation Steps



On any server:
1. Install WireGuard

 
2. Generate server keys first



On any server:
3. Create the server config file

(After the interface heading is complete we 
will add peers to the server…)



On any server:
4. Enable IP forwarding 

5. Allow traffic forwarding (NAT) 

6. Bring up WireGuard



Creating a Peer:
1. On client or server generate keys 

2. Add client as peer (on server)



Creating a Peer:





Starting the VPN:



https://www.wireguard.com/quickstart/

Thanks!

https://www.wireguard.com/quickstart/

